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Abstract — Cybersecurity has evolved into a global 

imperative driven by a surge in cyber-attacks and an acute 

shortage of cybersecurity experts. To address this challenge, 

gamification, which is the term used for incorporating game-like 

elements, has become a popular approach in cyber security 

education to attract, train, and retain cybersecurity talents. 

Among the methods embraced in this field, Capture-the-Flag 

(CTF) competitions and models have emerged as a prevalent 

means for educators to implement gamification and foster 

practical cybersecurity skills. However, CTFs can sometimes be 

intimidating and not beginner-friendly. To address this issue, 

this research aims to propose a beginner-friendly and 

supportive CTF onboarding platform for novices in 

cybersecurity. The targeted respondents for this research are 

Malaysian novice CTF players and cybersecurity educators, 

with 100 CTF players and 5 educators. An online survey was 

conducted using a digital questionnaire, and the results show the 

importance of an introductory platform for novices in the field. 

However, more work needs to be done in the future to develop a 

framework for designing and organizing CTFs that are 

engaging and educational for all levels of learners. 

Keywords— Capture the flag, gamification, cybersecurity, 

education, beginner-friendly 

I. INTRODUCTION 

In recent years, with the number of cyber-attacks on the 
rise, cybersecurity has become a critical global issue (Nor 
Azlina et al., 2022). The situation becomes even more 
pressing as there is also a worldwide shortage of cybersecurity 
professionals with a drastic 3.4 million people workforce gap 
((ISC)2, 2022). Therefore, governments, educational 
institutions, researchers, and private companies are actively 
looking into more effective ways to attract, train, and retain 
talents in the cybersecurity field. 

One such approach that has gained popularity in recent 
times is the integration of gamification into cybersecurity 
education. Gamification leverages game-like elements to 
enhance the learning experience, making it not only 
informative but also fun and engaging at the same time 
(Poondej & Lerdpornkulrat, 2016). A particularly popular 
method of gamifying cybersecurity education is the 
incorporation of Capture-the-Flag (CTF) events and models 
into curricula and assessments (Kaplan et al., 2022).  

CTFs are commonly referred to as cybersecurity 
competitions where participants will solve a range of 
cybersecurity-themed tasks (challenges) to “capture” hidden 
“flags”, where the flags are typically represented as strings of 
characters, numbers, and/or special characters. The 

participants must locate these flags and submit them on the 
CTF platform in exchange for points. Depending on the CTF 
format, individuals or teams will compete to accumulate the 
highest number of points and the top scorer or team will 
emerge as the CTF victor (European Union Agency for 
Cybersecurity, 2021). 

Cybersecurity professionals or lecturers often encourage 
those who are interested in cybersecurity to participate in 
CTFs so that they can gain exposure, skills and knowledge. It 
was believed that CTFs offer an interactive way for 
individuals to effectively acquire and practice a range of 
cybersecurity skills (Trickel et al., 2017; Nor Azlina Abd 
Rahman et al., 2023).  

However, it might not be a good idea for students or 
beginners in the field who have plenty of interest but zero or 
little knowledge and skills to join CTFs without sufficient 
exposure, training or preparation. Before CTFs were 
introduced to the education sector, they were initially used as 
a platform for hackers to demonstrate their skills and compare 
themselves with their peers (Cowan et al., 2003). Therefore, 
the style of CTFs can sometimes be too competitive and 
somewhat humbling for novices. 

In this paper, an introductory CTF onboarding platform is 
proposed to gently introduce CTFs to beginners and build up 
their confidence to join CTFs. 

II. LITERATURE REVIEW 

A. Cybersecurity Education 

Cybersecurity education refers to education and training in 
the field of cybersecurity (European Union Agency for 
Cybersecurity, 2020). Due to the interdisciplinary nature of 
cybersecurity (Furnell et al., 2022), it encompasses various 
topics, including but not limited to security testing and audit, 
web security, cryptography, security policies, and secure 
coding (McGettrick, 2013). Cybersecurity education is crucial 
to equip individuals with cybersecurity knowledge and skills 
so that one, fewer people will be susceptible to cyber threats 
(Rahman et al., 2020) and two, the global shortfall of 
cybersecurity professionals can be mitigated (Vykopal & 
Barták, 2016). 

1) Evolution of Cybersecurity Education: The Švábenský 

et al. (2019) review of cybersecurity education papers reveals 

the two main approaches for teaching cybersecurity. The first 

approach is via conventional lecture-based teaching where 

this method of education focuses on the instructor imparting 
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knowledge to students and is mainly theory-based with little 

hands-on and practical elements. Preparation for teaching 

will take little time and the course materials need only to be 

prepared once. However, the learners’ capabilities and needs 

can be overlooked. This method of teaching is common in 

most educational establishments where textbooks and case 

studies will be used as teaching materials (Mirkovic & 

Peterson, 2014; Langner et al., 2022).  
The second approach is using hands-on exercises. This 

education method provides practical education using teaching 
materials like online hacking exercises to expose students to 
security concepts and vulnerabilities (Votipka et al., 2021). By 
incorporating hands-on exercises in cybersecurity education, 
students’ comprehension and retention of the topic taught will 
be enhanced (Kalyanam et al., 2020). It is also believed that 
students will have a more enjoyable learning experience while 
allowing them to discover how to apply theoretical security 
concepts in the real world (McDaniel et al., 2016; Vykopal et 
al., 2020). Additionally, this approach will allow instructors to 
choose how much guidance to provide students with so that 
the students can hone their analysis skills (Weiss et al., 2016). 

Nevertheless, the most popular method for cybersecurity 
education nowadays is a combination of lectures and some 
laboratory exercises (Workman et al., 2021). However, 
European Union Agency for Cybersecurity (2020) has 
reported that the current cybersecurity education and training 
system has failed to encourage students to get into 
cybersecurity and equip them with the appropriate skills and 
knowledge. Crick et al. (2019) also stated that traditional 
lecturing is not a good method for teaching cybersecurity. 

Therefore, cybersecurity education has started moving 
away from traditional classroom-based learning to more 
practical approaches, such as hands-on learning, simulations, 
and particularly gamification (Workman et al., 2021). A good 
example of the shift can be seen in the work of Tseng et al. 
(2022) where they developed a board game, named 
“iMonsters” with a self-evolving algorithm on attack and 
defense knowledge to teach students sophisticated 
cybersecurity concepts. Their study revealed that this 
gamified approach outperformed traditional classroom 
learning. Kaplan et al. (2022) have also applied gamification 
into cybersecurity curricula by incorporating jeopardy-style 
CTF challenges, and they found that the students’ engagement 
and perceived learning improved. Additionally, Wolfenden 
(2019) confirmed that gamifying cybersecurity can increase 
student engagement and encourage continuous learning. 

To conclude, the integration of hands-on experiences and 
gamification is quickly becoming the norm in preparing future 
cybersecurity professionals. This growing trend indirectly 
highlights the urgent necessity for a CTF onboarding 
platform, given that CTFs are widely adopted and effective in 
gamifying cybersecurity education. 

B. Capture The Flag (CTF) 

According to Raman et al. (2014), there are 3 different 
formats of CTFs: attack-defence, jeopardy and mixed. In 
attack-defence CTFs, every participating team is provided 
with an identical machine that is designed to have a few 
vulnerable services. To get points, the teams need to exploit 
the vulnerabilities in other teams’ machines, gain access to 
their services to extract the flag and submit it. They also need 
to patch the vulnerabilities of their own machine’s services to 

avoid losing points. In Jeopardy-style CTFs, a variety of 
cybersecurity-related tasks (challenges) are provided. When 
players successfully solve the challenges, they are rewarded 
with the flag. The players can then submit the flag for points. 
Sometimes, there can be a format for the flag, for example, 
“ABOH23{flag}” (Nor Azlina Abd Rahman et al., 2023).  

However, there seem to be new CTF formats as Cole 
(2022) and Kucek & Leitner (2020) mentioned some other 
formats of CTFs like King of the Hill (KotH) where players 
compete to gain access to a neutral resource, normally a 
server, and points are awarded for the control duration. On the 
other hand, hack quest CTFs embed challenges in a video 
game. Lastly, there are also quiz-style CTFs where players 
answer questions on cybersecurity. In all formats, the 
participants are ranked based on their points and the 
player(s)/team(s) with the most points win. 

1) CTF and Cybersecurity Education: CTFs have been 

brought into the education sector to become a part of 

cybersecurity education for many reasons but in general, the 

main motive was to introduce, educate and test students on 

the broad spectrum of cybersecurity knowledge, skills and 

tools (Burns et al., 2017; McDaniel et al., 2016; Nor Azlina 

et al., 2022, 2023; Švábenský et al., 2020). Pusey et al. (2014) 

even added that the purpose of having CTF competitions was 

to foster competent cybersecurity practitioners. Bertrand et 

al. (2020) also stated that CTF competitions are the starting 

point for attracting and retaining young talents in the 

cybersecurity workforce. 

The benefits of CTFs can be seen in Carlisle et al. (2015) 

where CTFs help motivate students to carry out self-directed 

learning and go all out for knowledge. Leune & Petrilli 

(2017) and Zack et al. (2022) also found that CTF sessions 

increase students’ confidence, student engagement and 

practical skill development. According to Sener (2016), CTFs 

have multiple roles in cybersecurity education including 

motivating students, providing comprehensive learning 

experience with both theoretical and practical aspects, as well 

as talent identification and development. 

However, Chung & Cohen (2014) proved that CTFs are 

not always beneficial for everyone. They can have often 

unnecessarily ambiguous or difficult challenges, challenges 

with inappropriate point values (Vykopal et al., 2020; 

Votipka et al., 2021), and unstable websites. Also, they are 

often not beginner-friendly. Ahmad Haziq Ashrofie Hanafi et 

al. (2021) and Mirkovic & Peterson (2014) confirmed that the 

number of participants interested in CTFs and cybersecurity 

education dropped after participating in CTFs. That said, it 

can be argued that CTFs help participants clarify if they are 

suited to work in the field of cybersecurity (Sener, 2016). 

Nonetheless, Feng (2015) stated that the unguided nature of 

CTFs is not effective for learning as compared to guided 

learning and Weiss et al. (2016) added that a balance should 

be struck between guided and independent cybersecurity 

learning. 

In summary, this literature review highlights the 

evolution of methods for teaching and learning cybersecurity, 

demonstrating a notable shift towards practical approaches 

such as hands-on exercises and competitions. These methods 

are believed to provide students with the opportunity to gain 

or practice various cybersecurity skills in a more engaging 
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and entertaining way. That being said, while the practical 

approach has been shown to be effective, with CTF events 

being a popular gamification method, it is essential to 

acknowledge and address certain limitations. One notable 

concern is the potential intimidation factor which may deter 

novices and interested individuals from entering the 

cybersecurity industry or sector. Thus, there is a need for 

more platforms to gently introduce CTFs and help guide 

novices in the field towards becoming proficient 

cybersecurity professionals. 

C. Similar Systems 

As the proposed system is a CTF platform for introducing 
CTFs to beginners, two similar systems namely picoGym and 
SKR CTF will be discussed in this section. 

picoGym: picoGym is an online platform for one to 
practice solving CTF challenges where most of the challenges 
are from past picoCTF competitions. While its primary target 
users are high school students, CTF players, hackers and 
cybersecurity professionals are all welcome to hone their 
skills on the platform. The challenge repository is updated 
regularly and there are 7 categories of challenges in total, 
namely binary exploitation, web exploitation, reverse 
engineering, cryptography, forensics, general skills and 
uncategorized. Users can determine the difficulty of the 
challenges by evaluating the point values of the challenges and 
the number of solves and likes. A user’s progress can be 
tracked by the number of solves for each category and his/her 
total score (Carnegie Mellon University, n.d.-a; n.d.-b). Fig 1. 
shows the user interface of picoGym. 

 
1) SKR CTF: SKR CTF is a website developed by a 

Malaysian CTF team named “SKR”, to teach beginners on 

cybersecurity knowledge and CTFs (SKR, n.d.-a). 
There are 12 categories of challenges in total, including 

tutorial (warm up), web, cryptography, forensics, reverse 
engineering, binary, linux, steganography, mini game, 
OSINT, programming, and miscellaneous. The difficulty 
levels for the challenges are provided and the platform 
contains a scoreboard, web shell and learning materials (SKR, 
n.d.-b). 

 

D. Comparison of Similar Systems 

TABLE I.  FEATURE COMPARISON BETWEEN PICOGYM AND SKR 

CTF 

Features picoGym SKR CTF 

Learning Path ○ ● 

Recommended 

Challenge Solution 
○ ○ 

Challenge Rating 

System 
● ● 

Challenge Learning 

Outcome Summary 
○ ○ 

Challenge Hints ◘ ◘ 

a. Each column indicates whether a platform has implemented the features fully (●), partially (◘), or 

not at all (○). 

Table I shows the features implemented on both platforms. 
SKR CTF has designed some sort of a learning path for 
players to solve their challenges by locking the more difficult 
challenges before the easier challenges are solved but 
picoGym does not have a learning path. picoGym has a 
challenge rating system where a player can give a thumbs up 
or thumbs down reaction to the challenge while SKR CTF 
allows players to rate challenges by giving a heart reaction. 
However, some challenges on both platforms have insufficient 
hints or no hints at all. Furthermore, neither platform provides 
recommended solutions for the challenges and a summary of 
the expected learning outcomes from solving the challenges. 

Hence, although these two platforms target the novices in 
the field of cybersecurity and aim to provide a place for them 
to prepare for CTF competitions, there are still many features 
that can be implemented for a more beginner-friendly CTF 
introductory process. So, the CTF platform proposed in this 
paper will include learning paths, recommended challenge 
solutions, a challenge rating system, challenge learning 
outcome summaries and hints for challenges as its features. 

III. PROBLEM STATEMENT 

 CTFs are not exactly beginner-friendly. They have 
evolved to become more complex and difficult by the year 
(USENIX, 2014). This has caused many players, particularly 
novices who were new but interested in cybersecurity to be 
taken aback by the complexity and difficulty of the challenges 
(T. Z., Wang, personal communication, January 29, 2023). 
Novices do not know which tools are needed to solve the 
challenges or have the pre-requisite knowledge to even 
understand them (Bertrand et al., 2020; Burns et al., 2017; 
Thomas et al., 2019). The newcomers felt alienated, frustrated, 
less engaged, intimidated, overwhelmed, and lost self-
confidence as they could not solve most, if not all of the 
challenges unlike the other more experienced competitors 
(Chung & Cohen, 2014; Mirkovic et al., 2015; Pusey et al., 
2014; Thomas et al., 2019; Tobey et al., 2014; Vykopal & 
Barták, 2016; Vykopal et al., 2020). This influenced them to 

 

Fig. 1. picoGym Practice Challenges (Carnegie Mellon University, n.d.-

b) 

 

Fig. 2. SKR CTF Challenges (SKR, n.d.-b) 
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stop playing CTFs and some of them even lost interest in 
pursuing further cybersecurity education (Ahmad Haziq 
Ashrofie Hanafi et al., 2021; Mirkovic & Peterson, 2014). S. 
Alizadeh, a lecturer teaching the Practical CTF Strategies 
module at Asia Pacific University of Technology & 
Innovation (APU), explained that he lost interest in CTFs after 
his friend showed him a very difficult challenge when 
introducing him to CTFs (personal communication, January 
18, 2023). 

 Not only that, the points allocated for the CTF challenges 
which are often used by players as a metric for measuring 
challenge difficulty, are often inappropriately allocated 
(Chung & Cohen, 2014; Vykopal et al., 2020; Votipka et al., 
2021). Moreover, CTF players are so focused on capturing the 
flag and increasing their points that their focus has shifted 
from learning about cybersecurity to competing (S. Alizadeh, 
personal communication, January 30, 2023). 

 Additionally, there are very limited writeups, also 
commonly known as the CTF players’ solutions to the CTF 
challenges, published online which makes it harder for the 
CTF community to learn (Švábenský et al., 2020). It is also 
common for CTF challenges to provide vague or confusing 
descriptions and hints, or not have hints at all (Chung & 
Cohen, 2014; Cole, 2022). Sometimes, even when hints are 
provided, they are not useful for the players, making them 
hesitant to exchange points for hints (Votipka et al., 2021; 
Vykopal & Barták, 2016; Vykopal et al., 2020). Hints 
directing participants to the relevant learning materials are 
even rarer as self-learning and exploration is the norm in CTFs 
(Weiss et al., 2016). However, Kirschner et al. (2006) and 
Feng (2015) confirmed that this method of minimal guidance 
learning which is common in CTFs is not an effective way of 
learning as compared to strong instructional guidance and this 
can be applied to both novices and also veterans in the field. 

 This situation worsens particularly in Malaysia as most 
Malaysian students only start learning about computing when 
they reach college or university levels (Khoo, 2019). 
Moreover, the teachers in schools have insufficient knowledge 
of computational thinking skills and lack proper guidelines to 
teach computer science (Puganesri & Saifullizam Puteh, 
2019). As a result, Malaysian students miss out on vital 
foundational knowledge in computing that is usually taught at 
earlier levels of education in other countries (Seow et al., 
2019; Ministry of Education, Singapore, n.d.). This presents a 
challenge for young talents in Malaysia who are interested in 
cybersecurity as they have to acquire both computing and 
cybersecurity-related knowledge while trying to keep pace 
with their international counterparts. Not only that, but 
Malaysian university students will also need to take up certain 
subjects like the General Education Subjects (GES), more 
commonly known as Mata Pelajaran Umum (MPU) amongst 
Malaysians which further increases their burden (Curtin 
University Malaysia, 2023). 

 With that said, there has not been extensive research 
conducted on the aforementioned topic, particularly in the 
context of Malaysia. These issues have not garnered 
significant attention, as many cybersecurity novices in 
Malaysia remain hesitant to participate in CTF competitions 
(S. Alizadeh, personal communication, January 30, 2023). In 
conclusion, all the challenges identified in existing CTFs can 
be resolved by introducing a beginner-friendly CTF 
onboarding platform. 

IV. RESEARCH AIMS 

This research aims to propose a beginner-friendly and 
supportive Jeopardy-style CTF onboarding platform to help 
novices in cybersecurity participate in Jeopardy-style CTFs 
confidently. 

V. RESEARCH OBJECTIVES 

i) To develop a user-friendly platform for learning 
about Jeopardy-style CTFs using clear, simple 
language and illustrations. 

ii) To create a clear and organised learning journey for 
novice players by separating the easier challenges 
from the more complex ones. 

iii) To design CTF challenges that effectively educate 
players on the various aspects of cybersecurity by 
providing clear descriptions and informative hints. 

iv) To enable players to evaluate challenges through the 
implementation of a challenge rating system. 

VI. RESEARCH QUESTIONS 

i) How to develop a user-friendly platform for learning 

about Jeopardy-style CTF competitions using clear, 

simple language and illustrations? 

ii) How to create a clear and organised learning journey 

for novice players by separating the easier 

challenges from the more complex ones? 

iii) How to design CTF challenges that effectively 

educate players on the various aspects of 

cybersecurity by providing clear descriptions and 

informative hints? 

iv) How to enable players to evaluate challenges 

through the implementation of a challenge rating 

system? 

VII. RESEARCH SIGNIFICANCE 

 The results of this study can bring significant benefits to 
cybersecurity professionals, educators, governments, 
cybersecurity companies, students, and CTF players. 
Governments and companies in the field of cybersecurity will 
attract, inspire and retain more young talents to join the 
cybersecurity workforce. Educators will be able to use the 
proposed system in their classes to facilitate teaching and 
learning processes, providing an interactive and engaging 
learning experience for their students. Besides that, as CTF 
challenges are simulations of real-world security 
vulnerabilities and problems, educators will have more 
relevant teaching materials and easily demonstrate the security 
concepts taught in classes. Students could learn cybersecurity 
concepts and CTF strategies at their own pace through a 
gamified approach and apply what they have learnt in a 
practical setting while thinking critically and creatively in the 
process, encouraging active learning. Cybersecurity 
professionals and CTF players will also have a place to 
practice and reinforce their knowledge and skills in 
cybersecurity. 

VIII. METHODOLOGY 

 The targeted respondents of this research are Malaysian 
novice CTF players and cybersecurity educators. The sample 
size of CTF players will be 100 while for educators, only 5 
will be chosen as the sample. Judgement sampling will be used 
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as the sampling method in this research. This is because the 
targeted population is quite specific and limited. Using this 
sampling method, the representative sample will be assembled 
by the Forensics and Cyber Security Research Center (FSeC) 
of Asia Pacific University of Technology & Innovation, 
Malaysia. An online survey will be conducted by distributing 
a digital questionnaire containing 3 sections with 4-point 
Likert scale and multiple-choice questions to the respondents. 

IX. OVERVIEW OF THE PROPOSED SYSTEM 

 

 This section discusses the overview of the proposed CTF 
platform. The flow of the proposed system is shown in figure 
3. First, a user picks a CTF challenge category to solve 
challenges on. If the user thinks that he or she is an expert in 
the category, the user can solve the expert-level challenge 
using only hints as the supporting materials and if it is solved 
successfully, the learning outcome summary for the challenge 
will be displayed and the rest of the challenges in that category 
will be unlocked directly. On the other hand, if the user fails 
to solve the challenge with only hints or the user is not an 
expert in the category, they will need to solve the easy, 
intermediate and expert-level challenges sequentially to 
unlock the other challenges in the category. Hints and 
recommended solutions will be provided to help them. After 
solving any challenge, users will be prompted to provide 
feedback on the challenge. However, if the user fails to solve 
the challenge with both hints and the recommended solution 
provided, they will not be able to proceed to the next level or 
unlock the rest of the challenges. 

X. CONCLUSION  

 In conclusion, this research aims to address the challenges 
faced by individuals new to the field of CTFs by providing an 
introductory platform that guides them through their learning 
journey. This platform offers a unique approach compared to 
traditional CTFs, which can often be overwhelming and 
challenging for beginners. By providing recommended 
solutions, more hints and using easy language, novices will 
have a better understanding and experience of CTFs. 
However, while this research is a step in the right direction, 
more work needs to be done to address the root cause of the 
problem which is the underlying challenges in CTFs in the 
education sector. Future research can focus on developing a 
framework for designing and organising CTFs in a way that is 
more engaging and educational for all levels of learners. 
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