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Abstract— Currently the network is indispensable and
possibility of ignoring the limitation of distance for
communication, and organization, etc. The advancement of
technology that the network has brought countless
conveniences. Computer networks have become the norm in
today's corporate world, and networks now carry more traffic
than ever before, not only from computers, but also from
smartphone is also becoming a significant element of it.
However, in addition to providing consumers with convenience,
the Network also poses several risks and obstacles. These
problems manifest themselves in a variety of ways, including
ransomware, phishing attempts, and malware attacks. In the
network environment, users can employ tools and security
technologies to solve security issues and obstacles. Although it is
difficult for a network to achieve complete security, we can
employ the most up-to-date techniques and technology to reduce
the likelihood of security threats. The most significant reasons
to secure our network security are the continual update of tools
and the ongoing evolution of technology. Network attacks are a
possibility in many network fields. Hackers can attack the
destination by employing attack methods based on network
technology advancements. It can be difficult for users to tell
which virus is being disguised by the attacker. It may not be
effective if the user is using improper technologies or old tools to
protect the machine. This paper will present some suggested
tools or strategies for resolving network problems and obstacles.
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l. INTRODUCTION

The Network is used more and more frequently in life,
whether it is for individuals, businesses, schools, or other
organizations. The emergence of network attacks has also
become more serious. If appropriate measures are not taken to
prevent network attacks, it is easy to cause loss of personal
privacy data or economic losses. Therefore, network security
is extremely important everywhere [1].

Today, the number of network attacks has reached
epidemic proportions. According to a report, the number of
new malwares released every month exceeds 20 million, and
the total number of existing malwares are close to 900 million
variants. Since 2005, more than 11.5 billion records have been
exposed. In 2019, four-fifths of organizations have
experienced at least one successful network attack, and more
than one-third of organizations have suffered six or more
successful network attacks. It is estimated that by 2021, a
company will be attacked by ransomware every 11 seconds.
[2]. Network security is to start with authorization for network
security, including regulations and strategies adopted by
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network administrators to prevent and monitor the
unauthorized access, modification, misuse or rejection of
computer networks and network-accessible resources [3].

Il. LITERATURE REVIEW AND RESEARCH

A. Network Protection

The term "network security” refers to a wide range of
technology, equipment, and procedures. In other terms, it is a
set of rules and configurations that use software and hardware
to safeguard the integrity, confidentiality, and accessibility of
computer networks and data [4].

Information on a computer network is kept safe via
network security. The host server and connected computer
terminals can only be managed and accessed by the system
administrator and his helpers. This will help prevent
unauthorized users from altering the server's data [5].

B. Challenges of network security

Network attacks are one of the most serious threats to
network security today. The number of people assaulted by
the Network has risen dramatically as the Network's
popularity has grown. According to studies, network crime
will cost the globe $6 trillion per year between 2015 and 2021,
an increase of 100% in just 6 years. DDoS attacks, for
example, are a prevalent sort of network attack. The first
known distributed denial of service assault took place in 1996,
when Panix, one of the first network service providers, was
knocked offline for many days by a SYN flood (a tactic that
has since become a standard DDoS attack). According to
Cisco's statistics and projections, the overall number of DDoS
attacks in 2018 was 7.9 million, and that number is expected
to rise to 15 million by 2023.
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Fig 1. Cisco’s analysis of DDoS total attack history and predictions
C. Trojan Horse Attack

Active attacks, such as Trojan horse attacks, are also a sort
of active attack. As if hiding soldiers in a Trojan horse, the

attacker hides harmful software in the download link,
therefore this assault type is known as a Trojan horse attack.
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When a user clicks on a malware-infected download link, the
malware is swiftly installed on the user's device. The backdoor
Trojan is the most frequent. Through the backdoor Trojan, the
attacker can gain basic access to the user's device. Rootkit is
the most common sort of Trojan attack. Once Rootkit has
infiltrated a user's device, the attacker can take control of the
system, change computer settings, view any files or images,
and monitor user activity without the user's knowledge [6].
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Fig 2. How the attacker used the Trojan horse to attack

D. Replay Attack

A replay attack is a malicious or deceptive network assault
that repeats or delays legitimate data. The attacker does not
need advanced expertise to decrypt the information
intercepted in the network using this attack method. To
complete the attack, the attacker just needs to intercept the
data and then retransmit it. It appears to be extremely simple,
but it can result in big financial losses. For example, the CEO
of a company sends encrypted information to the financial
administrator to complete the authorization of a transfer. The
attacker eavesdropped on the information and then captured
it. The attacker can complete the authorization for the
financial administrator to transfer money to himself by
resending the encrypted information [7].
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Fig 3. Example image of replay attack Traffic Analysis
E. Traffic analysis

is a process in which an attacker infers effective information
through intercepted and inspected information. This process
can be performed even if the information intercepted by the
attacker is encrypted. The intercepted information includes
but is not limited to the identity and geographic location of
the sender and receiver. Generally speaking, the more
information the attacker observes and the richer the
intercepted information, the more effective information can
be obtained through traffic analysis [8].
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Fig 4. Traffic analysis in passive attacks

Another sort of passive attack is the dissemination of
information. Eavesdropping is a traffic analysis attack tactic.
The dissemination of information is a form of surveillance.
Using malware or other viruses, the attacker installs the
software on the target device and then watches its data.
Message chats, the transmission of personal information and
knowledge files, or e-mails, for example. These sent data or
files could contain sensitive or confidential information about
the target user. Attackers can exploit this information to
achieve their objectives [9].

I1l.  SECURITY TOOLS AND TECHNIQUES

Network assaults have resulted in losses of more than $6
trillion USD worldwide, surpassing the losses incurred as a
result of natural disasters. Individuals and corporations alike
rely heavily on data. It also includes your personal
information. It is considerably more critical in the workplace;
it is practically every company's lifeblood. The availability of
network security tools and technologies can help us not only
secure sensitive information, but also protect the general
functioning of our equipment, preserve the company's
reputation, and keep the business running normally.

A. Intrusion Detection System

IDS might be a piece of software or a piece of hardware. It
searches for suspicious behaviours and known dangers by
monitoring traffic on the network and through the system.
Network attacks, such as Trojan horse attacks, can be
prevented by IDS [10]. For example, if a firm's device
downloads malware-linked software for phishing attacks,
IDS can detect an issue with the software's traffic and notify
the security team when a known attack against the
organisation is detected. "The overall goal of IDS is to alert
IT personnel to potential network intrusions." (AT&T Vice
President Brian Rexroad). IDS can be classified into two
types depending on the definition above: host-based and
network-based. The IDS sensor can be put on the
host/endpoint or on the network, which is the difference
between the two. Despite the fact that IDS can monitor traffic
between the organisation and the outside world, we must
mention that we must examine it critically. It also has certain
drawbacks, such as false positives and threats that are
overlooked. To learn what threats exist, IDS requires a
specific database. [10].
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Fig 5. IDS working diagram (from Todd Cain)

B. Firewall

A firewall is a network security system that monitors and
regulates incoming and outgoing network traffic based on
user-defined security rules. Firewalls are commonly used to
separate trustworthy and untrusted networks, such as the
company's local area network and the Internet [11].

The firewall may protect the device using custom rules,
which means it can prevent most network threats if rules are
set up by someone with professional network security
experience. A DDoS firewall, for example, is an active
protection system designed to counter multiple DDoS attacks.
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Fig 6. How Firewalls Work (from Okta)

C. Use tools with simulated data

The firewall simulator produced to see the user activities,
Web, and Reports.
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Fig 7. Reports of one of the firewall activities

In the Web module, the administrator can control user
activities within the network. For example, turn off 'risky
downloads'.
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Fig 8. Modify activity status
Modify users who allow 'risky downloads'.
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Fig 9. Modify user rights

IV. CONCLUSION

The more utilize of Internet in our everyday lives probable
to be attacked by the Internet. Need to focused prevention and
detection to decrease the risk of network assaults in the face
of these network security concerns and challenges. An active
attack, the necessitates continual involvement with the
equipment to achieve the goal. Some of the most up-to-date
tools to scan and detect our own gadget, allowing to locate and
resolve it. Because passive attacks are difficult to detect, only
defend our information security as much as possible by using
proper technologies. Network assaults can affect everyone
who uses the internet, whether it's an individual, a company,
or another organization. As previously stated, in 2021, the
worldwide loss caused by network assaults will outnumber the
loss caused by natural disasters. User be the next victim of a
network security breach if you undervalue network security
and with the passage of time, this has become more of an
unseen conflict. User continually update technology and
techniques to fend off network threats. Some hackers have
been on the lookout for new techniques to break into people's
computers to achieve their objectives. Many security tools and
technologies as possible is something can do with equipment
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because the professional organization security team must
always be up to date on the latest technology and tools, as well
as the most recent network attack methodologies. Although
user cannot guarantee that our data is completely secure, stay
up with the times and perform best to reduce the risk of
network assaults.
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