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Abstract-The aim of this paper is to provide effective
methods for increasing public awareness of cybersecurity by
understanding cybersecurity and cyber threats. This research
gathered information from journals and articles as well as open-
access online surveys. This study will greatly assist the public in
preventing cyber threats by understanding the nature and
impact of cybersecurity and cyber threats, as well as the
importance of cybersecurity awareness. This will also contribute
to the overall quality and ethics of future cyber users.
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l. INTRODUCTION

With the development of technology and the Internet, the
Internet has gradually integrated into the lives of people today.
At this time, cyber criminals are using the internet to steal,
embezzle and maliciously distribute other people’s money and
personal information. In Malaysia, for example, according to
Prime Minister Muhyiddin Yassin, cybercrime is on the rise,
with 4,237 incidents registered in the first quarter of 2021
alone, with a total loss of RM77 million. According to the
police, there were 11,875 incidents in 2019 with a loss of
RM498 million and 14,229 incidents worth RM413 million
are expected in 2020. (Bernama, 2021) The trend of
cybercrime growth is increasing year by year, but the reality
is that people's awareness of cybersecurity is not. This study
will provide an insight into the level of cyber security
awareness of people today and hopefully provide some good
solutions to increase the awareness of cyber security. Also, by
understanding the dangers of cyber threats, it will serve to
warn and prove to everyone that the trend of increasing
cybersecurity awareness is imperative.

1. LITERATURE REVIEW (RESEARCH DOMAINS)

A. Facts of Cybersecurity and Cyberthreats

95% of cybersecurity breaches are reported in three
industries: government, retail, and technology, because they
store large amounts of personally identifiable information.
(Brandon Vigliarolo, 2017) Over 90% of all cyber claims are
the product of human error or action, according to research.
(Ross Kelly, 2017) And data breaches exposed 36 billion
records in the first half of 2020 alone, not including those who
were not notified. (RiskBased Security Research Team,
2020) In September 2020 alone, 9.7 million medical records
were exposed. "Eighty-three breaches occurred as a result of
hacking/IT incidents, exposing 9,662,820 records,"
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according to the HIPAA Journal. A ransomware attack on
Blackbaud, a cloud software business, resulted in a huge
increase in data breaches. (Devon, 2020) (Steve Alder, 2020)
Only 5% of businesses, on average, have their files fully
safeguarded. (Rob Sobers, 2021) In addition, 45% of
cyberattacks in 2020 were hacking, 17% were malware, and
22% were phishing. (Verizon, 2020) Since COVID-19,
cybercrime cases have increased by 300%, according to the
FBI. The rise in remote work needs a larger attention on
cybersecurity due to the increasing vulnerability to cyber
threats. The 47% who are mislead when working from home,
for example, indicate this. Cyber criminals see this outbreak
as a chance to increase their unlawful activities by exploiting
work-at-home workers' susceptibility and capitalising on the
public's obsession with coronavirus-related news. As a result,
they had discovered 12,377 Covid-related scams by the end
of the summer in 2020. (Ellen Sheng, 2020) (Jenna Walter,
2020) (Cedric Nabe, n.d.) (Tim Sadler, Jeff Hancock, Harry
and Norman Chandler Professor, 2020) As for Malaysia,
Cybercrime was rampant throughout the epidemic, according
to Communications and Multimedia Minister Datuk
Saifuddin Abdullah, with roughly 5,000 incidents submitted
to the national cybersecurity agency. Between January 2021
and May 2021, 4,615 cyber security events were reported to
the Cyber999 Help Center of Cyber Security Malaysia
(CSM). Malicious code (256), intrusion (765), and fraud were
the most common types of cases recorded (3,299). (QISHIN
TARIQ, 2021) Since 2017, Malaysians have lost almost
RM2.23 billion as a result of cybercrime fraud. From 2017
through June 20 this year, a total of 67,552 cybercrime cases
were reported, according to police statistics. E-commerce
scams were the most common, accounting for 23,011
incidents, followed by unlawful loans (21,008) and
investment fraud (6,273). (Mohamed Basyir, 2021)
“Criminal action is not started by computers. The person

who uses the computer is the one who is guilty of the crime.”
(Ross Kelly, 2017).

B. About Public Cybersecurity Awareness

Knowing and doing something to secure information
assets is what cybersecurity awareness includes. When
someone is cybersecurity aware, they are aware of what a
cyber threat is, the potential impact of a cyberattack on their
information assets, and the steps that must be taken to
mitigate risk and prevent cybercrime from infiltrating their
online workspace. (CyberGuard Technologies Limited, n.d.)
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Malaysians' awareness of cyber security remains low, and
many do not follow methods or procedures for using
technology and the Internet in a positive, ethical, and
responsible manner. (Lugman Arif Abdul Karim, 2021) As
previously stated, the great majority of network
vulnerabilities are caused by humans, and network attacks are
similarly caused by humans. That's why it's important to raise
public awareness of cybersecurity. Although the academic
community recognises the importance of cybersecurity
awareness research and it frequently appears as an important
concept in research, there is no clear and systematic
theoretical development lineage with a clear conceptual
definition. The goal and source of cybersecurity awareness is
cybersecurity, while cybersecurity risk determines the
specific connotation of cybersecurity awareness. (Tian Li,
Liu Ning Ning & Peng Bing Hui, 2021)

As aresult, | believe it is necessary to conduct research in
order to gain a more comprehensive understanding of cyber
security and cyber threats, as well as to provide some effective
ways to prevent cyber threats by understanding their concepts.

IIl.  PROBLEM STATEMENT, AIMS AND OBJECTIVES

The use of the Internet is as common as breathing in
today's society, but even if you know how to use it, it doesn't
mean you can fully understand the dangers it poses. It is
obvious that not all of us are aware of the dangers and
importance of cybercrime and cybersecurity in today's
society. People are negligent and tend to let down their guard
on things they often use, even when they don't know how to
protect themselves on the Internet.

Cyber-threats have become more common in Malaysia.
According to numerous studies, online threats increased by
82.5% during the local government's Mobile Control Order
(MCO) enacted in response to the global epidemic. Over 800
security incidents were reported throughout Malaysia,
affecting all organisations, including those in Kuala Lumpur.
According to the Malaysian Computer Emergency Response
Team, cyber fraud accounted for 70% of all reported
incidents from 2020 to October (MyCERT). (YUEN
MEIKENG, 2020) (Malaysia Computer Emergency
Response Team (MyCERT), n.d.) According to BH reporter
Lugman Arif Abdul Karim's interview with Datuk Dr
Amirudin Abdul Wahab, CEO of Cyber Security Malaysia
(CSM), and cyber security expert Fong Choong Fook, they
revealed that the general public's awareness and alertness to
cyber security in Malaysia is very low. Without full
knowledge and understanding of the risks associated with the
Internet, the uncontrolled use of the Internet exposes the
general public to various cyber threats and dangers. (Lugman
Arif Abdul Karim, 2021)

Perhaps we all thought that this danger does not happen in
our lives, but the truth is actually worse than we thought. From
my own experience, the impact of cybercrime on those around
me has been a common occurrence. The most recent incident
was when my friend A lost his STEAM account due to
phishing, and my friend B, who spread the phishing URL
around, apparently didn't know if the URL was trustworthy
and safe. The other thing that happened was that my family
was upset by the perceived damage that cybercrime can do to
banks and the accounts of users under their doors. These two
incidents directly show the importance of cyber knowledge
and the dangers of cybercrime, as well as proving that the
general public is very unaware of cybersecurity. | believe this
is the main reason why | need to conduct research on this
topic. This research is aimed to propose effective ways to
increase the public's awareness of cybersecurity. While the
objective of the research is:

e To explore the level of public understanding and
awareness of cybersecurity.

e To identify the relationship between the occurrence of
cyber threats and the public's cybersecurity awareness.

This research aimed to raise public awareness of
cybersecurity, with three main benefits: first, the public will
be able to protect personally identifiable assets on their own;
second, everyone in every business will be able to prevent
possible future cyberattacks and avoid creating more cyber
vulnerabilities; and third, cyber threats will be greatly
deterred by improving the quality of public Internet use. In
terms of this research’'s objective, first and foremost, it is
hoped to obtain a thorough understanding of cyber security
and cyber risks in order to reach the ideal state of enabling
the general public to raise cyber security awareness on their
own. The occurrence of man-made cyber vulnerabilities and
cyber dangers can be reduced with sufficient information and
proper ethics. Data leakage and cyber vulnerability will be
decreased, and damage to people and businesses will be
avoided as a result of everyone knowing how to secure their
cyber assets.

IV. METHODOLOGY

A. Overall Approach

This study is divided into three major stages: the first is
to consider and clarify the objectives to be achieved in this
study, as well as to clarify the target respondents, research
methods, and so on, which simply means to prepare for this
research beforehand. The second stage is to collect various
types of data for the study's topic. The third stage entails
analysing the collected data, writing a report, and drawing
conclusions about the research findings.

TABLE I. OVERALL RESEARCH APPROACH.
1% Stage 2" Stage 3" Stage
Sampling
Initialization Questionnaire (Target Survey Conduction Data Collection Data Ana_ly3|§ &
Development respondent, Summarization

design)
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o More language successfully.
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B. Methodology Used

In this research, the mixed-method methodology will be
used, and this includes both quantitative and qualitative
research. Quantitative research is concerned with the
collection and testing of numerical data, whereas qualitative
research is concerned with the collection and analysis of
words (written or spoken). (Derek Jansen (MBA) & Kerryn
Warren (PhD), 2020) The main purpose of using quantitative
research is to meet the objective of finding out the
relationship between cybersecurity awareness and cyber
threats, and for this type of more relevant research, coming
up with data for comparison and validation is a more efficient
method (Data Collection). As for qualitative research, the
nature of collecting and exploring the opinions of others
allows for efficient collection of perceptions and opinions

from interviewers and people about cybersecurity awareness,
cybersecurity, and cyber threats (Questionnaire & Sampling).

C. Questionaire Development

The main objective of the initial phase of the
questionnaire is to clarify what responses and feedback the
questionnaire is intended to collect. This is critical, as it will
affect the accuracy and relevance of our data. The second
stage is primarily concerned with the design of the
questionnaire, with the selection of appropriate and clear
topics being at the core of this stage. The final stage consists
of final adjustments, feedback collection, and data
integration; if necessary, the questionnaire will be adjusted
further. The questionnaire will be carried out to ensure that
the feedback is both voluntary and acceptable.

TABLE II. QUESTIONAIRE DESIGN PHASES
1% Phase 2" Phase 3" Phase
Initialization Designing Conduction & Evaluation
e  Clarify the questionnaire’s aims for e Choose which question to answer and

this research.
. Determine what info we want to
gather in this research questionnaire. .
. Determine the research
questionnaire’s target group.
e Determine whether the questionnaire .

questionnaire.

how to answer them in this

Identify and prevent bias and
discrimination questions in the
questionnaire’s content.

Adapting the questionnaire's format and

. Examine the survey's questions and
replies for appropriateness and clarity.

e  Examine, count, and evaluate the
responses and information provided by
survey participants.

e  Additional updates to this survey will be
made if necessary.

was done in an ethical manner. design
TABLE IlI. QUESTIONAIRE COMPONENT TABLE

No Component Area Involved

1 Personal Information Age, Gender, Education Level

2 Internet/Network Usage Network Activities

3 Cybersecurity Password strength, Password sharing, Brgwsmg security, Cybersecurity
knowledge, Cybersecurity awareness

Understanding of cyberthreats, Protection against cyberthreats, Damage from

4 Cyberthreats cyberthreats

5 Perspective in Cybersecurity Interaction focused on cybersecurity

6 Perspective in Cyberthreats Interaction focused on cyberthreats
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In order to determine the general content of the
questionnaire, the respondent's personal information was
required first. Then, from the daily use of the Internet class, a
deeper exploration and discussion on the topic of Internet
security was carried out step by step. Finally, the two topics,
primarily cyber security and cyber threats, were discussed
openly, and respondents were asked to explain their own
perspectives on them.

D. Sampling (Target respondent, Design)

The probability sampling method will be used in this
study to ensure that the findings are generalizable. To meet
the minimum generalizability requirement, it is expected that
this study will require at least 100 (as appropriate) or more
respondents. The target respondent sampling conditions for
this study are not overly restrictive because probability
sampling is used, but the respondent must have at least a basic
understanding of the questionnaire topic.

E. Data Collection

For data collection in this study, surveys, questionnaires,
browsing journals, articles, documents, and records were
primarily used. Surveys and questionnaires were used to
determine what respondents thought about this research
topic, which is very much in line with the goal of
understanding the public's perception of cyber security
awareness and the concept of cyber threats. Before drawing
any conclusions about the relationship between cyber
security awareness and cyber threats, the data collected is
expected to be consolidated and analysed using clear data

charts and data collected from journals and articles.

F. Limitation

The main limitations of this research's methodology are
the time constraints and the methodology itself. Due to the
variety of research methods used and data to be collected, the
time needed to perform and conduct data integration and
analysis was relatively long and tedious. Simultaneously, as
previously stated, the number of respondents required for
generalizability will increase, as will the amount of data that
must be sorted and filtered.

V. OVERVIEW OF THE PROPOSED SYSTEM

This proposal system is outlined by collecting data and
analyzing the feedback from the target respondents to achieve
the objectives of this study. The completed research objectives
will be analyzed and summarized again to provide effective
solutions to the social situation mentioned in the study.
Ideally, cyber security awareness will increase, and the
incidence of cyber threats will decrease.

Fig. 1. Proposed System Flowchart

VI. CONCLUSION

This research work shows that the damage caused by
cyber threats to society and public should not be
underestimated. And, according to the findings of the
research, the majority of cyber vulnerabilities are caused by
human errors, so it is critical to raise public awareness of
cyber security. Modern people's frequent online activities,
associated with the pandemic, make cyber criminals more
prevalent. We hope this research will provide more
information about cyber security and cyber threats, as well as
more useful insights to prevent and protect people from
cyberattacks by cyber criminals, and to improve the quality
and morality of Internet users.
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