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Abstract 

The certificate system is essential for academic organizations to provide proof of study or the 
level of skills and education. However, simply providing a physical cert or a virtual cert can 
be easily forged, and it will be difficult to be verified and authenticated. Many techniques are 
proposed to protect certificate’s authenticity such as Digital Watermarking Technology, RSA 
Digital Signature. Furthermore, there are also Blockchain approaches such as integration of 
existing system and private blockchain. However, those systems have weaknesses such as the 
vulnerability to be cracked and efficiency in verification of the certificate. The aim of this 
research is to provide a system that is capable of securing certificate authenticity from 
activities of certificate fraud. In this research, we proposed a blockchain e-certificate system 
for academic organization and public to issue and verify e-certificate with a simple web-based 
user interface. By combining the advantages of using decentralized ledger for key information 
and utilize IPFS to store the certificate file, it can solve the problem of the vulnerability of 
the existing system.  

Keywords: Penetration Testing, Cybersecurity, Information Gathering, Security Assessment, 
Vulnerability Assessment, Reconnaissance.  

1. Introduction 

Blockchain technology is one of the emerging revolutionary tools that is capable of fostering transparency 
and trust across various domains. One of its promising applications is in the issuance and verification of 
e-certificates [1][2][3]. As the trend of educational institutions and organizations shift toward digital 
certification, the need for a secure and tamper-proof system is essential. Blockchain-based e-certificate 
systems focus on addressing these needs by leveraging decentralized ledgers to provide authenticity, 
immutability, and accessibility [4][5][6]. This innovation is critical in combating challenges such as 
certificate forgery, fraudulent claims, and inefficient verification processes that plague traditional system. 
There are multiple proposed solutions and existing research for the demand of issuance and verification 
of e-certificates. For example, Digital Watermarking Technology [3], RSA Digital Signature on 
Certificate [5], Integration of blockchain and off-chain capabilities for the certificate. However, the 
existing research and approach for the e-certificate is having research gaps and weaknesses, such as the 
approach is still likely to be cracked and vulnerable to be forged, the algorithm used makes the issuance 
and the verification process slow and inefficient, or even the privacy can’t be ensured when the data is 
uploaded into the public blockchain.  
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The integration of blockchain technology into the e-certificate system could be a solution, but there 
would be limitations. One pressing question is whether these systems can be widely adopted by 
institutions. Moreover, the challenges such as user privacy, interoperability, and the prevention of 
malicious use of public ledger should be addressed [9][10][11]. In a nutshell, it is crucial to overcome 
those technical and operational barriers to provide robust system that is capable of secure authenticity of 
academic certificate and be adopted.   The primary objective of this research is to develop a blockchain-
based e-certificate system to secure the authenticity of academic certificates by leveraging the 
immutability and temper-proof features of blockchain technology. This system aims to prevent the loss 
of certificates through the decentralized and immutable nature of blockchain and to provide a solution for 
employers and educational institutions to directly verify issued certificates. Furthermore, the study 
addresses critical problems, including vulnerabilities in credential authentication, inefficiencies in 
verification processes, and the need to protect user privacy while utilizing blockchain. The proposed 
system integrates the Ethereum blockchain with the Interplanetary File System (IPFS) as a platform for 
organizations to issue and verify certificates, ensuring a cost-effective, user-friendly, and secure solution 
accessible via web interfaces for computers and smartphones. 

2. Literature Review 

In Study [1] has proposed that academic institutions can build up their own private permissioned 
blockchain to allow external organizations to verify the certificate by requesting the academic institution. 
This solution seems alright, but it doesn’t provide transparency and public verifiability on the certificate, 
it doesn’t utilize the decentralize nature of blockchain as the verification can still be solely dependent on 
the personnel of in charge of verifying the certificate, which makes no difference of just directly use a 
normal local database for the academic institution to verify the certificate. In another study [2] has 
proposed a blockchain-based digital certificates system that is both privacy and security-aware by making 
the system having off-chain storage and operation. For this solution, the integration of off-chain 
capabilities significantly increases the complexity of implementation, and it forces the system to rely on 
centralized elements, which undermines the decentralization features of the blockchain. In [3] has 
proposed a solution of utilizing digital watermarking technology in e-certificate. This technique has 
achieved that the watermark can be incorporated into files or images but not noticeable by human eyes. 
The issuance and verification of the certificate will be completely relying on the watermark. Nevertheless, 
this technology is vulnerable to be attacked, people can use techniques such as cropping, resizing, 
compression to the file, which can potentially degrade or remove the digital watermark, which makes the 
solution is not secured or suitable real-world implementation.  

[4] has proposed a system of embedding QR code with the information of digital signature for 
educational institution to issue the certificate. The main problem of the solution is that the way of directly 
showing QR code on the certificate makes the solution unreliable, everyone can just copy and paste the 
QR code into another file then the file will be authenticated by the system. In [5] proposed a technique 
of using RSA digital signature algorithm to ensure the authenticity of any kind of e-certificate. The use of 
this technique is particularly on having the digital signature on the name section of the certificate, which 
means it is embedded to one part of the sub-image inside of the certificate file. However, it is pointed out 
that the computation cost of the RSA operation can be really high.  

3. Proposed Architecture 

The proposed architecture shown in Figure 1 comprises three main components: a web application, the 
Ethereum network, and Interplanetary File System (IPFS) storage. The web application utilizes MetaMask 
as a tool for connecting and interacting with the Smart Contract deployed on the Ethereum network. 
Meanwhile, the backend of the application integrates with Pinata APIs to upload and pin files on IPFS. 
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Figure 1 Architecture Diagram. 

 
To ensure the security of issued certificates, several mechanisms have been designed and implemented 
throughout the certificate issuance process. First, only authorized organizations or personnel are 
permitted to issue certificates. When an approved user requests certificate issuance, they must undergo 
nonce verification through MetaMask, allowing the backend to proceed with the request. Once the 
certificate is generated, its unique Cert ID is encrypted using the AES-256 GCM algorithm and embedded 
into the file before being uploaded to IPFS storage and the Blockchain network. When users attempt to 
verify their certificates on the proposed system, only files containing the embedded encrypted Cert ID—
generated by the system—can be successfully verified. This is achieved by decrypting the Cert ID and 
matching it against the record stored on the Blockchain. 

The use of Ethereum blockchain acts as a decentralized, immutable ledger to store critical data for the 
system, such as unique cert ID generated by the system. By using smart contract to interact with the 
Blockchain network, the features of transparency and auditable record-keeping can ensure the certificate to 
be verified without intermediaries. Moreover, the use of Ethereum ensures global accessibility and robust 
security, which makes it ideal for issuing and managing digital credentials. IPFS is a distributed file system 
that enables efficient, secure, and decentralized storage of certificate PDF files. Unlike traditional storage, 
IPFS creates unique content-addressable links for each file, ensuring immutability and resistance to 
tampering. These characteristics of IPFS storage allows reliable retrieval of certificates globally, with lower 
storage costs and high scalability. AES-256 -GCM ensures the confidentiality and integrity of sensitive 
certificate information. The process of encryption protects data from unauthorized access and data 
tampering. By encrypting certificate ID before embedding them in files or storing them, the system is able 
to safeguards against malicious activities and ensures secure communication between users and the platform. 

4. Results and Discussion 

 

 
Figure 2 Certificate Verification. 
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Figure 2 is the home page of the proposed system; everyone who accesses the website is able to upload a 
file to know if it is an authenticate certificate from the system. The file will go through the authentication 
mechanism of the system to verify the file. Figure 3 shows the admin site; the admin is able to view all 
the organization and approve for organization to issue their certificate on the proposed system. Only these 
approved organizations have the access to issuing certificates. 

 
Figure 3 Admin View Organization 

 
Figure 4 shows the MetaMask prompt for approving smart contract interaction. Whenever there is a need 
for smart contract interaction such as recording the certificate information inside of the blockchain. There 
is also a need for user approval from MetaMask to make sure the process is secure. 
 

 
Figure 4 Metamask Request Approve for Contract Interaction 
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5. Conclusion 

The need for security and verification of the issued certificate has been a big demand for employers and 
academic organizations. In this paper, it is presented a web application system that utilizes the features of 
decentralization by using Ethereum Blockchain network and IPFS Storage. In the system, the encryption 
by AES-256-GCM algorithm is the way of securing the data while the blockchain ledger and the IPFS 
storage is the place of storing the critical information and file storage. For future enhancement, it is 
essential that the system can leverage batch processing for organizations to issue large amount of certificate 
at once, the batch processing can be used by reading a dataset provided by organization, generate 
certificates based on the dataset, and potentially can also send the certificates via email to students.  
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